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LEADERSHIP   THE  STANDARD   EXPERTISE   TECHNOLOGY   BUSINESS & LEISURE   CAREER  THROWBACK
WORK-LIFE BALANCE   INTERESTING FACTS   SUCCESS STORY   OPINION   BOOKS   INNOVATION  QUESTIONS AND ANSWERS

INFORMATION SECURITY
AND RISK MANAGEMENT

ENSURING SECURITY MEASURES  
FOR ORGANIZATIONS 

How Does ISO/IEC 27005 
Relate to Risk Management 
Within Enterprise 
Networks?

Identifying the Difference 
between Risk Management and 
Information Security

Ways to Incorporate 
Cyber Resilience in Your 
Business

The Rise  
of ChatGPT:  
Paving the Way for 
Large Language 
Model Adoption

January - March 2023
Information Security and Risk Management - Technology is continuously advancing, 
bridging new gaps between the real and virtual worlds. Innovations, such as Automation, 
AI, IoT, Cloud, 5G Networks, and much more, are major changes to have happened in the 
Tech world. With this rise, the potential of possible threats or malicious activity is rising and 
advancing as well. This has led to the need for Risk Management systems and strategies to 
develop and be implemented within organizations to ensure a more secure environment, 
act responsibly, and stay relevant while mitigating risks.
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LEADERSHIP   THE  STANDARD   EXPERTISE   TECHNOLOGY   BUSINESS & LEISURE   CAREER  THROWBACK
WORK-LIFE BALANCE   INTERESTING FACTS   SUCCESS STORY   OPINION   BOOKS   INNOVATION  QUESTIONS AND ANSWERS

CYBERSECURITY  
AND DATA PRIVACY

THE IMPORTANCE OF PRIVACY AND 
SECURITY IN THIS DIGITAL ERA

Emerging Technologies and 
Cybersecurity: How It Can 
Secure Your Data

The Fundamentals of 
ISO/IEC 27032 What You 
Need to Know

Blockchain Technology  
and Cybersecurity  
How It Can Secure Your 
Data and Transactions

GDPR 
Turns Five

April - June 2023 
Cybersecurity and Data Privacy - The increasing awareness on the importance of online 
safety and privacy is playing a major role in organizations and what the consumer is 
seeking. Organizations need to have procedures in place that ensure the consumer that 
their information and data are going to be kept safe and secure. Frameworks and standards 
such as GDPR, ISO/IEC 27001, and ISO/IEC 27032, provide organizations with the requirements 
and guidelines needed to entrust that security within their organization.

PECB INSIGHTS MAGAZINES 2023
A year filled with collaborations, insights, innovation, and a wide array of topics on discussed themes, such as  
Information Security and Risk Management, Cybersecurity and Data Privacy, Innovative Technologies, and  
Information Technology, Security, and Privacy.

https://insights.pecb.com/pecb-insights-issue-42-january-march-2023/#page1
https://insights.pecb.com/pecb-insights-issue-43-april-june-2023/#page1


ISO STANDARDS AND BEYONDISSUE 45 OCT-NOV-DEC 2023

INFORMATION TECHNOLOGY, 
SECURITY, AND PRIVACY

EMBRACE SECURE TECHNOLOGY

IoT Security: 
Safeguarding Connected 
Devices in a Smart World

The Future of CISO:  
From Technical Expert 
to Business Leaders

Challenges and Opportunities 
in Quantum Error Correction: 
Ensuring Reliable  
Quantum Computation

The Benefits of ISO/IEC 27001: 
Strengthening Your Organization’s 
Security Posture
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October - December 2023
Information Technology, Security, and Privacy - This edition delves into the ever-evolving 
world of IT, security, and privacy, shedding light on cutting-edge innovations and challenges 
in the field. In a world where information is both power and vulnerability, staying informed and 
vigilant is the key to success. Discover how organizations are navigating the complex maze 
of cybersecurity, data protection, and privacy regulations. From the latest cybersecurity 
threats to data privacy compliance strategies, we provide expert insights and thought-
provoking articles to keep you well-informed and ahead of the curve.

ISO STANDARDS AND BEYONDISSUE 44 JULY-SEPTEMBER 2023

INNOVATIVE TECHNOLOGIES 
THE SIGNIFICANCE OF THIS DIGITALIZED ERA

The Implications of AI in 
Innovative Technologies: 
Navigating the Intersection 
of Ethics and Advancements

Quantum Computing: 
Understanding its Potential 
Applications

Digital Transformation 
in the Financial Sector: 
Leveraging Fintech and 
Blockchain Innovations

The Importance of 
Cyber Resilience in the 
Era of Technological 
Advancements

LEADERSHIP   THE  STANDARD   EXPERTISE   TECHNOLOGY   BUSINESS & LEISURE   CAREER  THROWBACK
WORK-LIFE BALANCE   INTERESTING FACTS   SUCCESS STORY   OPINION   BOOKS   INNOVATION  QUESTIONS AND ANSWERS

July - September 2023
Innovative Technologies - In the midst of this rapid evolution of digitalization, understanding 
how to stay compliant with laws and regulations has never been more crucial for the seamless 
operations of organizations. Staying compliant means staying informed and adaptable. It 
means investing in robust compliance frameworks, fostering a culture of data ethics within 
the organization, and equipping teams with the knowledge and tools necessary to navigate 
the legal intricacies of the digital age.
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CYBERSECURITY  
AND DATA PRIVACY

THE IMPORTANCE OF PRIVACY AND 
SECURITY IN THIS DIGITAL ERA

Emerging Technologies and 
Cybersecurity: How It Can 
Secure Your Data

The Fundamentals of 
ISO/IEC 27032 What You 
Need to Know

Blockchain Technology  
and Cybersecurity  
How It Can Secure Your 
Data and Transactions

GDPR 
Turns Five

Bringing you a wealth of knowledge and empowering you to stay 
ahead of the curve, this issue is packed with thought-provoking 
articles, expert interviews, and insightful case studies, including:

•	 Blockchain Technology and Cybersecurity – How It Can Secure 
Your Data and Transactions

•	 GDPR Turns Five

•	 Building Resilience Against Cyber Threats

•	 Emerging Technologies and Cybersecurity: How It Can Secure 
Your Data

•	 ISO/IEC 27001, Cybersecurity, and Risk Management: Avoiding 
Data Breaches

•	 And many more
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TOP THREE ARTICLES OF 2023

The Fundamentals of ISO/IEC 27032 
– What You Need to Know

BY ANTHONY ENGLISH
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My days in technology began when the Internet, cell 
phones, and personal computers did not exist; 
computers were so large at this time that just 

one would fill an entire room, and putting information into 
that computer meant typing your program, line by line, on 
individual punch cards. And all of that was “state of the art”! 
Back then, the only IT security that we worried about was 
the joker who might flip your box of neatly ordered punch 
cards out of your hands and scramble your program source 
code before you got it dumped into the computer. Things 
are very different today, however, the two categories of risk 
we see in the field of technology and data security do have 
a basis in the earlier technologies that got us here.

Cybersecurity and information security are the two halves 
of security that we all strive to apply today: cybersecurity 
deals with what we also refer to as IT security, e.g., 
securing routers, firewalls, usernames, etc., while 
information security focuses on security governance, e.g., 
policies, standards, etc., and the protection of people and 
data or assets. ISO/IEC 27032 focuses on IT security or 
cybersecurity, and ISO/IEC 27001 focuses on information 
security. Thus, ISO/IEC 27032 covers topics related to 
applied technology and IT security and is, therefore, very 
useful to frontline IT and security staff. There is often an 
overlap between information security and cybersecurity, 
as there should be, and the two concepts are often, as a 
result, used interchangeably, but separating them can 
lead to greater clarity when working in security.

The threats that are faced in the realm of cybersecurity 
include things like social engineering, hacking, malware, 
spyware, ransomware, etc., and these topics are  
addressed in ISO/IEC 27032. Now, you might reply that 
ISO/IEC 27001 also speaks to these topics and, to an 
extent, it does, however, ISO/IEC 27032 sees these threats 
through the lens of preparing for such threats, detecting, 
and monitoring attacks and responding to any attacks or 
threats. Historically, IT has sometimes been a background 
service to the organization, and IT staff were seen as  

“that group in the basement” or similar (some TV comedies 
still use this as a vehicle to deliver laughs!). With this in 
mind, ISO/IEC 27032 addresses the need for collaboration 
between IT and others, including internal and external IT 
clients and any third-party providers to the organization. 
This last point has been an emphasis on building IT 
2.0, where IT is being pulled out of its backroom team 
mentality to become an integrated part of the organization 
overall, and information sharing, work coordination, 
and coordinated incident handling are all covered in  
ISO/IEC 27032.

All of these elements described above and in  
ISO/IEC 27032 require some processes that are not typical 
of where IT evolved from, such as: establishing trust 
between IT and its clients, establishing processes for 
collaboration and information exchanging and sharing, and 
defining technical requirements for systems integration 
and interoperability across the stakeholder audience. 
To apply ISO/IEC 27032 correctly, you will obviously need  
some level of skills in communicating with others and  
this can sometimes require the ability to communicate 
technical needs or information in non-technical terms.  
Not to worry though, ISO/IEC 27032 can help to guide you 
through all of this – at least at a high level! Cybersecurity  
then, as defined by ISO/IEC 27032, relies upon application 
security, network security, and Internet security, and it 
supports information security and critical information 
infrastructure protection (CIIP).

Stakeholders and assets are a key focus in ISO/IEC 27032, 
and the efforts required to utilize controls to address 
vulnerabilities, threats, and risks that relate to your assets 
form the baseline of this standard. Industry best practices 
and innovative technology solutions to address risk and 
employ organizational security awareness can all be part of 
a holistic risk management strategy. Because stakeholders 
can be individuals, e.g., an end user accessing a website, 
or an organization, e.g., a company trying to protect their 
website from compromise, the processes for managing 
threats, vulnerabilities, and risks are varied depending 
upon to whom, what, and where you are applying them. As 
we have seen in other recently updated security standards, 
such as ISO/IEC 27001 and PCI-DSS, the requirements 
for managing threats have been augmented for both the 
organization and the individual with increased emphasis 
on security measures, such as monitoring and alerting for 
the organization, and requirements for security awareness 
and involvement all the way to members of the Board.  
ISO/IEC 27032 addresses these topics from a high level.

Network monitoring and response has its own section in 
ISO/IEC 27032, which should be a clue to the importance 
of this security control when it comes to protecting the 
organization’s network infrastructure and the assets that 
are accessed via the network. Baselining your network 
is a critical step in implementing proper monitoring 
so that you can monitor for deviations from what are  
normal operations for your network. In addition, 
implementing an Intrusion Detection System and an 
Intrusion Prevention System to help automate the alerting, 
and possibly automatic blocking of anomalous behavior 
on your network, are also recommended controls in  
ISO/IEC 27032. An often-overlooked element of proper 
protection of your network is having a documented support 
and escalation process. I have personally assisted with 
more than a few security incident response events where 
the client has had to figure out their incident response 
process in real-time, which is never a good thing when 
an attacker is already inside your network. Preparing 
for incidents in advance cannot be over-emphasized as 
essential for any size of an organization. 

The supply chain or third-party relationships are covered 
in various portions of ISO/IEC 27032, but as we all know, 
attacks on organizations via third parties that the 
organization deals with are a new favorite attack vector 
for hackers. Applying strong third-party security controls, 
e.g., risk assessments of third parties, security audits of 
third parties, strong security language in all contracts 
with third parties, etc., is a common recommendation by 
security experts globally. 

Privacy has also become a cross-domain concern for both 
privacy and security practitioners, thus, providing a clear 
security policy on any public website and in any end-user 
software, usage agreement is important. Apply the privacy 
principles of use, storage, processing, data management, 
and data deletion to any privacy policy you create. 

ISO/IEC 27032 also speaks to secure development 
practices, e.g., code review and testing, protection of 
source code, etc., and the protection of servers, through 
regular security testing and scans, vulnerability and 
patch management, QA/Test environments separate from 
production, secure configurations, etc. These measures 
can help to protect your organization’s “crown jewels”. For 
the end user, anti-malware, software updates, phishing 
protection, personal firewalls, and automated updates are 
all mentioned in ISO/IEC 27032. I would add a few things 
here to my security controls list, including; using Mobile 
Device Management software, web content filtering, and 
file integrity monitoring.
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Quantum Computing: Understanding 
its Potential Applications

BY KONSTANTINOS GEORGOPOULOS

Quantum computing is an emerging technology that 
has the potential to impact multiple industries 
relying on intensive computational tasks. At its 

core, it is an interdisciplinary field combining computing 
science, statistics and physics with the peculiar 
phenomena of quantum mechanics. The same can also 
be said of quantum hardware itself – building quantum 
computers relies on many different types of engineering, 
e.g., optics, cryogenics, microwaves, and many more.

Quantum computing holds the promise of tackling certain 
tasks much more efficiently than classical computers 
can, or solving problems that are classically intractable. 
The point at which a quantum computer can perform 
a specific task more efficiently than the best classical 
computer is usually referred to as quantum advantage. 
The potential to massively speed up machine learning or 
optimization problems, carry out complex and resource-
demanding simulations, or the implications and impact of 
quantum computing to cybersecurity through the ability to 
efficiently factor large numbers – these are some examples 
that highlight quantum computing’s applicability. It is 
evident, therefore, that beyond the theoretical reverie lies 
a realm of tangible applications that could reshape sectors 
and fields such as finance, cybersecurity, drug discovery, 
logistics, and more.

Delving into the realm of quantum computing

Quantum computing leverages the principles of quantum 
mechanics to process and manipulate information in 
ways that are fundamentally different to conventional 
computers. While classical computers use bits as the 
fundamental unit of information, which can be either 0 or 
1, quantum computers use quantum bits, or qubits, which 
can represent a 0, a 1, or both states simultaneously. 
Qubits also exhibit a second fundamental principle of 
quantum mechanics: the ability to become entangled, i.e., 
qubits can become correlated in a way that renders their 
individual states indistinguishable.

Such quantum mechanical principles are the source of the 
immense computational potential of quantum computing. 

Quantum advantage, as mentioned above, constitutes the 
realization of that potential and can come in various forms:

 � A quantum computer exhibits computational speedup, 
i.e., performs a task faster than it is possible classically 
or is able to solve classically infeasible problems.

 � Using a quantum computer, we get a solution that is of 
better quality than the best classical one.

 � Using a quantum computer is more energy-efficient 
or cost-efficient, i.e., it requires significantly less 
energy or is much less costly than using classical 
supercomputers.

Quantum applications and quantum advantage

In essence, quantum algorithms and their promise to 
solve complex problems, provide an advantage over what 
we understand as classically possible, form the backbone 
of the interest and expansion the field has witnessed 
over recent years. Using quantum algorithms, quantum 
applications define implementable solutions to complex 
problems that allow us to harness the potential of quantum 
computers, making quantum computing increasingly 
relevant. In other words, quantum applications translate 
the theoretical algorithmic advantage to real-world impact 
by solving a meaningful problem.

Many businesses and organizations have shown clear 
interest in quantum applications. Some focus on specific 
ones (e.g., pharmaceutical companies working with 
modelling and simulations, optimization applications in 
the healthcare sector, etc.), while others explore the whole 
spectrum of quantum applications (e.g., the finance sector 
focusing on potential quantum applications in modelling, 
optimization, machine learning and cybersecurity).

What applications and when?

More and more organizations and research institutions 
embark on the quest for identifying quantum applications 
and realizing potential quantum advantages. This interest 
shows that many realize the importance of this nascent 
technology and its applications – the potential to solve 
difficult or intractable problems, impact economies and 
societies and change the ability and speed at which we 
innovate as a species. It is, then, not entirely unexpected 
that a critical question comes up: 

What are the potential applications of quantum computing 
and when will we realize a quantum advantage?

Researchers and organizations continuously find problems 
relevant to their research or business models that may 
benefit from, or be impacted by quantum computing. 
Generally, we can see common trends in the types of 
quantum applications that are explored and they can be 
grouped by the type of problem they tackle. Therefore, we 
can categorise quantum applications into four domains 
considering their corresponding problem types: simulation, 
optimization, machine learning and cybersecurity.

1. Simulation

Simulations are one of the most promising application 
domains for quantum computing. Quantum systems are 
notoriously complex to simulate classically, even for the 
most advanced supercomputers. Quantum computers offer 
a unique vantage point, allowing scientists to accurately 
model quantum interactions, molecular structures, 
and chemical reactions. This could revolutionize drug 
discovery, material science, and even provide insights into 
fundamental physics that have eluded us thus far.

Quantum simulations have the potential to revolutionize 
various scientific and technological fields: 

a. Materials science: Quantum systems often involve 
many interacting particles, making their behavior 
challenging to simulate classically. Quantum 
computers could simulate the electronic structure of 
molecules and materials, enabling the discovery of 
new materials with specific properties for applications 
in areas such as drug discovery, energy storage, and 
catalyst design.

b. Chemistry: Quantum simulations can provide insights 
into chemical reactions, reaction mechanisms, and 
molecular properties that are difficult to obtain 
through classical methods. This may lead to the 
development of more efficient and accurate  
methods for drug design, chemical processes,  
and material synthesis.

c. Condensed matter physics: Quantum systems 
with many interacting particles can give rise to 
exotic phenomena, such as superconductivity and 
quantum phase transitions. Quantum simulators 
could help researchers explore and understand these 
phenomena, potentially leading to the development of 
new materials with unique properties.

d. High-energy physics: Simulating the behavior 
of particles in high-energy physics experiments, 
such as those conducted at particle accelerators, 
can be extremely computationally intensive. 
Quantum computers could assist in simulating 

insights.pecb.cominsights.pecb.com

64 65

TH
E 

EX
P

ER
T

Establishing an Evolving  
Work Environment Through  

Security Measures
BY MICHAËL RAISON

In today's fast-paced digital world, cyber threats and 
privacy breaches are a growing reality. The increasing 
number of cyber-attacks in recent years has put 

businesses under immense pressure to take adequate 
measures to ensure their security. To establish a secure 
and evolving work environment, it is essential to cover all 
the cybersecurity pillars for a 360° approach. Companies 
must strengthen their cyber resilience posture day after 
day, step by step, to stay ahead of evolving threats.

Organization types vary. At Approach, when we cover the 
defense and aerospace industrial base, we are playing the 
cybersecurity Olympic games every day, placing the bar 
very high. In literature, most cybersecurity specialists and 
influencers define their final goal based on higher results 
because they know that the further we protect the systems, 
the further the hackers will strengthen their attacks.

In practice, this strategy is not realistic for everybody 
today, and the objective looks too high for the majority. 
Less technological organizations or smaller ones might 
have a lower dependency on cybersecurity, even if all 
organizations want to protect their critical assets and 
their intellectual property, also known as the crown jewels. 
Even in the defense sector, some companies are not there 
yet. Many companies need to start with a step-by-step 
approach. As cybersecurity specialists, we need to adapt.

Also, companies evolve at a fast pace. Over the course of 
cybersecurity audits and implementations, it is common  
to find that companies have different departments  
evolving at a specific speed. In this context, the  
management of conflicts appears, and we need to 
place cybersecurity versus business growth cursor with 
additional care. Precedence between several cybersecurity 
priorities, standards, and practices becomes part of the  
daily negotiation.

To stay competitive, organizations need to give free 
rein to design and offer a competitive "time to market."  

This attitude often presents conflicts with the hyper-
structuring requirements for cybersecurity. Therefore, it is 
crucial to establish continuity in a company's cybersecurity 
strategy and DNA, and make the cybersecurity structure 
and basic hygiene effortless for the departments.

Without a doubt, the cyber risk analysis is not  one-shot.  
The proper management of information and necessary 
controls must continue over time. It is, therefore, 
imperative to implement security measures that enable 
businesses to establish an evolving work environment 
that can adapt to changing cyber threats and safeguard  
against potential breaches.

Establishing the Right Roadmap and Strategy

The strategic methodology for establishing an evolving 
work environment through security measures requires a 
roadmap based on frameworks and standards that match 
your organization's needs. EU companies usually apply 
EU standards first, such as ISO/IEC 27001. US companies  
follow their own way, i.e., the National Institute of 
Standards and Technology (NIST) frameworks.

The defense sector has its own requirements, such as 
Cybersecurity Maturity Model Certification (CMMC). 
Whatever the applied standard, conducting cybersecurity 
assessments and audits will help the creation of a risk-
based strategy that identifies potential threats and 
vulnerabilities. Assessment tools can enable efficient and 
continuous assessments over time, allowing organizations 
to track their progress and adjust their cybersecurity 
posture as needed. You need the right experts with the 
right tools to ensure this within your organization.

Companies should also consider testing and stimulating 
some real-world scenarios and exercises within the 
company to define realistic objectives, such as metrics, 
Key Performance Indicators – KPIs, etc., that evolve 
with the company. Certification can also demonstrate 
the cybersecurity posture to the market, which is either 
a business enabler or a showstopper today. You also  
need the right experts with the right tools for  
demonstrating this.

A CISO (Chief Information Security Officer) must be in 
place to carry the company's tailored “anticipate and 
prevent” mechanisms, with sharp advice, pragmatism,  
and preciseness. For sensitive and critical activities 
(Network and Information Security – NIS 2.0, Defence, 
etc.), you need a well-experienced CISO with a broad 
market set of references in your sector. The CISO needs a 
team. For many organizations, money is the sinews of war, 

and the question of cyber cost leans two ways: teams will 
request a cybersecurity budget, and shareholders will ask 
for a Return on Investments (ROI) that covers this budget. 
The CISO is the right role to identify the right security 
posture and ROI, along with management. 

This can be very penalizing for nascent stars whose ROI is 
difficult to demonstrate. However, starting on the wrong 
foot and taking the wrong shortcuts would lead to banning 
innovation if it is data-related or cyber-dependent. Yet 
cybersecurity is an opportunity for innovation. A company 
that manages to overcome cyber difficulty, including the 
innovation department, has an advantage over others. 
Therefore, organizations should see cybersecurity as an 
opportunity to innovate and differentiate themselves from 
their competitors.

More than this, we see more companies driving their 
change management with the help of cybersecurity 
messages that nobody can refute.

Adapting To the Right Situation Together, At the 
Company Speed

The journey towards establishing an evolving work 
environment through security measures requires 
adapting to the right situation and pace together with the  
company's speed. It is not a one-time effort but a 
continuous process that involves protecting applications, 
infrastructure, systems, identity and access management, 
networks, and cloud systems. It is crucial to detect 
and respond to potential threats with the right security 
operations team that has the right size, skills, tools, 
and with 24/7 coverage. Preparing for recovery after 
a compromise is also essential and should be part of 
daily activities when implementing a strong business  
continuity plan.

To begin their cybersecurity journey, organizations must 
ask critical questions, such as whether the cybersecurity 
need is global or localized to a specific activity. They 
must also consider whether it is useful to have a "secure 
project factory" and whether a single project can take on 
the global cyber effort. Furthermore, they must determine 
the minimum and the maximum cyber effort that is 
essential and bearable and establish who will do the work. 
These questions are vital to ensure that the cybersecurity 
approach is practical, pragmatic, and effective.

Each change in the company, i.e., new project, product 
or service, new structure, merger and acquisition, new 
applicable law, etc., reflects a cyber journey as well.
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The Fundamentals of ISO/IEC 27032 - What You Need to Know 

The article delves into the world of cybersecurity and equips you with the essential knowledge 
to stay secure in the digital landscape by providing a comprehensive overview of ISO/IEC 27032, 
unraveling its significance in the cybersecurity domain. 

Understanding Quantum Computing and its Potential Applications

Organizations and research institutions are now continuously in the quest for identifying 
quantum applications and realizing potential quantum advantages. Quantum computing is an 
emerging technology that has the potential to impact multiple industries relying on intensive  
computational tasks. 

Establishing an Evolving Work Environment Through Security Measures

Discover how cutting-edge technologies and data protection strategies can secure your 
organization against cyber threats while allowing your team to thrive in a hybrid work model. Learn 
how to strike the perfect balance between seamless accessibility and robust security.
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Thank you for your continuous support!
Stay tuned for more issues in 2024.


